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SBT Soft Fault Diagnosis in Analog Electronic
Circuits: A Sensitivity-Based Approach by
Randomized Algorithms

Cesare Alippi Senior Member, IEEEMarcantonio Catelani, Ada Fort, and Marco Mugnaini

Abstract—This paper addresses the fault diagnosis issue basedthermal effects. Such situations, which do not change the circuit
on a simulation before test philosophy in analog electronic circuits. topology, are commonly defined as “soft” or parametric faults

?iatgnogis’ opttﬁiphed by C‘gmpa(;"?g Si?”a}tt”(;.est. meas”“ﬁd atfthe and may lead to unpredictable incorrect operations depending
est nodes wi 0se contained In a rau ICtionary, allows Tor on their impaCt on the circuit performance.

sub-systems testing and fault isolation within the circuit. A novel . . S
method for constructing the fault dictionary under the single 1w different approaches are used to obtain a circuit diag-
faulty component/unit hypothesis is proposed. The method, based nosis in the analog system [2]. The first approach is named
on a harmonic analysis, allows for selecting the most suitable test simulation after test (SAT) [3]-[5]: fault isolation is obtained
input stimuli and nodes by means of a global sensitivity approach py estimating the circuit parameters from the measured circuit
efficiently carried out by randomized algorithms. Applicability — o,1hyts. The identification of the circuit parameters is based
of the method to a wide class of circuits and its integration in . - S . .
diagnosis tools are granted since randomized algorithms assure on the assumption that enough information is avallable_ in the
that the selection problem can be effectively carried out with a Measurements and that measurements are mutually indepen-
poly-time algorithm independently from the fault space, structure, dent. The method suffers from several drawbacks associated
and complexity of the circuit. with the identification procedure if the system is nonlinear
Index Terms—Analog circuits, fault diagnosis, neural classifiers, ©f local minima issues arise. In addition, SAT techniques are
radial basis function networks, randomized algorithms (RAs), sen- generally time consuming when applied to large circuits. The
sitivity analysis. alternative approach, that has given satisfactory results in cir-
cuit diagnosis, is named simulation before test (SBT) [6]-[10]
and ensures a reduced test time also when complex circuits
are envisaged.
ESTING and diagnosis of electronic devices are funda- The SBT approach is based on the comparison of the circuit
mental topics in the development and maintenance of saé&ponses associated with predefined test stimuli with those in-
and reliable complex systems. In both cases, the attentiordisced by different fault conditions. A subsequent classification
focused on the detection of faults affecting a subsystem whaaest be considered to solve the fault detection and isolation
appearance generally impairs the global system safety gmndblems.
performance [1]. Signatures associated with faults are generated during a simu-
In a complete fault diagnosis procedure, fault detection afetion of the circuit before the diagnosis phase and are collected
isolation must be carried out together; the effectiveness of timea “fault dictionary.” The design of a diagnosis SBT-based ap-
procedure depends on fault detection and isolation performaqeeach for a circuit under test (CUT) is an articulated process
as well as the complexity of the test phase. While there are ¢sat requires the following:
tablished techniques to obtain an automatic diagnosis for a dig-1) igentification of the most controllable and observable
ital circuit, the development of an effective automated diagnosis ~ nodes in the CUT (test nodes);
tool for analog or mixed circuits is still an open research field. 2 input stimuli selection, i.e., identification of the most ap-
Two major issues make the analysis particularly difficult: propriate test stimuli able to excite the CUT so that the
the complex nature of the fault mechanism, namely the phys-  faylty-induced effect propagates to an observable node;
ical/chemical process leading to a failure, and the unknown 3) definition of a circuit signature, i.e., extraction of a set of
values for the actual component parameters (which differ  featyres from the signals measured at the test nodes. The
from the nominal values). Parameter deviations depend on the  gglected features must be able to highlight faults;
intrinsic nature of the production process of the component 4) definition and construction of a fault dictionary. The ele-
and on-the-field deviations such as those related to aging or * ments to be stored are circuit signatures, each of which is
labeled by the indication of the faulty unit. The dictionary
contains information associated with fault-free and faulty
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Due to the continuous nature of the soft fault mechanism andRAs are sample-based techniques that inherit and integrate
the presence of different sources of noise, a complete “fault dtbe Monte Carlo method and the theory of learning philosophy.
tionary” containing all feasible fault examples cannot obviouskxtensive evidence for the effectiveness of such statistical ap-
be generated. The problem can be partly solved by sampling gireaches can be found in the control theory community where
fault space and considering an “intelligent” diagnosis systeagreat effort has been devoted to the analysis and design of ro-
able to generalize from the finite set of fault examples or usingust controllers [21]-[23].

efficient pattern recognition techniques [11]. Neural classifiers

trained by the fault dictionary have been shown to be promising RAs: the Basic Concepts

solutions [6], [7], [12]-[14]. Here, we consider the neural net- . . .

work approach presented by the authors in [14], where inputDenOte byy a generic function and by(A;) the function af-

stimuli are sinusoidal waves characterized by different frequelcted in some perturbation injection points by the perturbation

cies exciting the CUT at different instants of time. Other solY€CtorAi. A; belongs to a continuousdimensional perturba-
tions based on the wide band stimuli approach, such as th§88 sPaceD drawn according to the probability density function
based on white noise [6], are more efficient in terms of analygi¢/p (a priori there is a differenpdf for each component of the
time but provide a reduced signal-to-noise ratio. perturbation vector). At thls_level, nothing is said about nature

The circuit signatures constituting the fault dictionary are o"d placement of perturbations. _
tained during simulation by injecting feasible faults in the CUT The effect of perturbations affectingand the discrepancy
and measuring the amplitude of the CUT transfer function Btweeny andy(A;) can be measured according to a discrep-
different test points. The construction of the fault dictionary i8ncy loss functiom(A) which is assumed to be measurable ac-
a fundamental topic in the SBT [16], [17] and its optimizatio§ording to Lebesgue with respect to the perturbation space
represents a critical issue in terms of number and efficacy of theactically, all circuits and significant loss functions are mea-
signatures to be inserted. surable according to Lebesgue.

In this paper, we present a nowgbbal sensitivity analysis  To compute the sensitivity of a generic functignsubject
for the CUT which allows improving available diagnosis toolt perturbationsAs spanning their dominiod according to

in the a given loss functioni(A), we have to compute the minimum
« selection of the most suitable test points: value~ for which theu(A) < v,VA € D inequality holds.
. identification of the most effective input stimuli A dual probabilistic problem can be considered, which tests
(frequencies). whether the deterministic problem{A) < ~v,YA € D holds

for a given level of probability or not. In particular, when

(RAS) [18]-[21] that allow for removing all hypotheses as- Hu(A) < ) = 1,VA € D, we have that the deterministic

sumed by the sensitivity related literature such as the sm ﬂd. the prqbgbmsnc problems coincide at least on the pertur-

perturbation hypothesis and are characterized by a poly-ti %tlon dominion) — (2, where the Lebesgue m‘?f”‘sure‘bfs

complexity independent from the dimension of the perturbatinfwll' Denqte b_va ~ Pr(“_(A) <) th? probab|ll_t>_/ that the

space. oss function is below a given, but arbitrary, positive vatye
The use of a global sensitivity analysis, independent from aﬁ? €D. )

limiting hypotheses about the nature of the CUT and the per-l,n other. ter.msPy r_epresents the volumg of th? perturbation

formance loss function, can be effectively inserted in any SE¥INtS satisfying the inequality and hence it provides a measure

methodology and is applicable to a large class of analog circui®é. the impact of perturbations om(A). We observe that the
The structure of the paper is as follows. Section Il introduc&&obability 2, is unknown but can be estimated by random sam-

RAs and the neural classification scheme suggested in [14]&9 of the perturbation space. Therefore, extricindepen-

the reference diagnosis system for performance comparis8nt and identically distributed; from D according topdfp

Section Il provides the general diagnosis approach based &l generate the indicator function defined as

RAs and suggests the new method for selecting the most rele- .

vant test input stimuli and nodes. Experimental results applied 1(A) = { 1, !f u(A) <y 1)

to two CUTSs are given in Section IV to show the effectiveness ' 0, ifu(d;)>n.

of the proposed method.

The suggested method is based on randomized algorit

An estimate ofP, can be obtained as

Il. RANDOMIZED ALGORITHMS AND THE REFERENCE . 1 X
DIAGNOSIS SYSTEM Py= > I(A). )
=1

This section provides the background on RAs needed in sub- .
sequent sections as well as the basic description of the neugfl.course, the adherence Bf to P, depends on some required
based classification scheme considered for fault detection awturacy levet (i.e., we require tha|'r157 — P,| < &), which, in
location. turn, depends on the number of samgledrawn fromD. P, is

To grant applicability of the proposed method to a large random variable depending on the particular extraction of the
class of circuits, we have to relax all the hypotheses assum&dsamples. In fact, we would have obtained a different estimate
in the sensitivity/robustness literature; this can be obtained Ey for each different set of cardinalitiY drawn fromD. To
resorting to RAs [18]-[21]. remove this statistical fluctuation, we introduce a confidence
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level 1 — 6 and we require that thkﬁ, — P,| < einequality faulty case, the faulty unit. A winner-takes-all philosophy has
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TABLE |
METHOD COMPARISON

METHOD THE ALGORITHM NUMERICAL LIMITS/
COMPLEXITY COMPLEXITY ADVANTAGES
MEDIUM The small perturbation
Adjoint MEDIUM/HIGH Requires the solution of hypothesis is assumed

Networks[26,27|

It requires construction
of the Adjoint Network.

two complex linear
systems for each
frequency of interest

to transform integral
perturbations into
differential ones.

LOW / MEDIUM It is required to have a
Sensitivity ;\:[EDLI;J:SS mbolic The complexity linear CUT and the
(DERIVATIVE)|26] quires sy depends on the transfer small perturbation
calculations and a known . .
. function if performed hypothesis.
transfer function. .
in software.
LOW / MEDIUM It is required to have a
Sensitivity MEDIUM The complexity linear CUT. The
(INCREMENTAL) Similar to Sensitivity depends on the transfer amplitude perturbations
[28,29] DERIVATIVE function if performed must be carefully
in software. selected.
MEDIUM/HIGH
Statistical LOW g?ee;?jr:lg:f:g No limitin,
(RAs/MONTE (if it uses commercial o puire(i accuracy (and assum tior%‘
CARLO METHOD) simulation software) 4 y prions.
hence, on the CUT
complexity).
LOW

Symbolic Network
Function Approach [26]

MEDIUM

It requires a known
transfer function. It is a
symbolic method that
avoids differential
computation.

It requires the transfer
function, and it is
applicable only when
the number of terms is
not excessive.

It is required to have a
linear CUT and the
small perturbation
hypothesis.

holds at least with probability — 6.
By selectingNV as suggested by Chernoff [24]

been considered in the output layer.

The network is trained by data contained in the fault dictio-

nary in three separate steps [21].

* The centers of the hidden node activation functions are

log 2 . L
N = Og; 3) placed on the centroids of fault dictionary data clusters.
2e The clustering algorithm used in this work is the Fuzzy
C-means.

we grant that
» The width of the activation function is set by a p-nearest

neighbor heuristic.

» The weights of the output linear nodes are found in a su-
pervised way by least square method.

holds with arbitrary confidence — ¢ and accuracy. The trained network can be used to diagnose circuits belonging
Construction ofP, will be the key point for the subsequentto the envisaged CUT family.

diagnosis approach.

Pr{’ff’,,—Pr(u(A)S’y)‘SE}ZI—(S,VAED 4

lll. RAS-BASED METHODOLOGY TO DESIGN

B. Neural-Based Diagnosis System THE FAULT DICTIONARY

For completeness, we briefly present the classifier needed tddentification of the most effective testing nodes and input
generate a complete diagnosis system. The chosen classifierdtiasuli selection are critical points to design an effective fault
been suggested by the authors in [14] and is composed of ad&tionary and to carry out the circuit diagnosis in a reasonable
dial basis function neural network [15]. The three-layered neuttihe.
network has Gaussian radial basis units in the hidden layer and’he designer goals are minimization of the number of test
linear outputs. The input layer receives the CUT actual fault sigeints (each of which requires a measurement), features to be
nature and classifies it as faulty or fault-free by indicating, in thextracted (which impact on the computational load required by
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Fig. 1. CUT: a Biquad filter. The nominal values are in the appropriate units.

the feature extraction algorithm), and input stimuli (there is a In particular,y describes the function implemented by the
cost for each input presentation). ideal CUT, namely the analog circuit in which all components

A sensitivity analysis can be envisaged to measure the abilitf/the circuit (e.g., resistors and capacitors) are characterized
of an input stimulus to excite a fault and propagate its effect By their nominal values. Conversely, a perturbed funcgiah; )

a testing point; this ability depends on the input stimulus, thgodels areal CUT in which the parameters differ from the nom-
placement and nature of the fault, the structure of the circuinal values due to the production process, parameter deviation,
and the chosen test node. By studying the sensitivity of a t&sfft faults, etc.

node subject to sinusoidal inputs (at different frequencies) withGiven a controllable nod&;, the first steps of the procedure
respect to soft faults, we can identify the most active freque®an be detailed as the following:

cies and effective test nodes. A sensitivity-based approach canes For each candidate test nodg,, denote byu,(A;) the
therefore, be suggested to select the test points and stimuli fre- variation in amplitude of the transfer function between
quencies. nodesX; and X; at a given frequency.

In general, standard sensitivity analysis methods operate in* GeneratéV i.i.d. samples according to the chogeande.
the small by assuming unreasonable hypotheses about the struc- Each deviation\; must be extracted according to {hé p
ture of the circuit and the nature of the fault. The most common  that reflects the parameter variation of the CUT associated
assumptions are differentiability for the CUT (which allows for with the component production. For instance, if the pro-
subsequent linearization) and the small faults (deviation) hy- duction process generates parameters ruled by a Gaussian
pothesis. An additional problem to the sensitivity/robustness distribution centered in their nominal values with toler-
analysis is posed by the continuity nature of the fault/deviation — ancel’, thepdfp of D is Gaussian with standard deviation
space, which makes a point-to-point exploration unfeasible. To 7/3.
grant applicability of the proposed methodology to a large class ¢ Evaluate the estimatéﬂ’{ = ]34,(7)7% > 0 for each can-
of circuits, we have to relax all the hypotheses assumed in the didate frequency. The P; curve describes the sensitivity
sensitivity/robustness literature by resorting to RAs. of the output of the CUT subject to the parameter fluctua-

The main result is that an estimate of the sensitivity degree tions in D at the given frequency.
for a large family of functions once affected by perturbatiorthe P/ curve fully characterizes the behavior of the circuit re-
can be obtained with a poly-time complexity and arbitrary asulting from the production process. Note that we have not con-
curacy and confidence regardless of the dimension of the pertsittered a single circuit but an ensemble of circuits; the ensemble
bation space (e.qg., the number of perturbation injection pointgpntains all those acceptable circuits we could have generated
In other words, we can estimate with a limited computational aﬁy acquiring the parameters and assembling them according to
fort the impact of soft faults/deviations on the circuit test point®lerancel’.
regardless of the circuit complexity. We tested that, in several CUTSs, a good estimate fofthe:

A methodology for selecting the optimal test frequencies ard, () curve can be obtained by significantly reducing the con-
the optimal test points can be developed by using RAs to cofidence and accuracy degrees and hence the number of samples
pute the sensitivity ofy (CUT response) in the candidate tesiV to be extracted. This happens when tH{&\) function ap-
points once the CUT is affected by perturbations in the circuyptied to the specific CUT is reasonably “smooth” in the domain
parameters defined in domain. D.
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A soft fault is a fault that changes and biases the ensemble IV. EXPERIMENTAL RESULTS

behavior of the ideal circuit. Therefore, to evaluate the sensi- ) )
tivity degree of the ensemble, we have to study the effect of 10 Present how the methodology can be used to identify the

faults. Faults can be defined as those deviations of paramef8st effective test points and frequencies, we consider two
pushing the circuit out of the feasible ensemble and, as suamples where faults at component and sub-system level are

are characterized by an abnormal behavior. In other terms, GRisidered.
could imagine that faults are generated by an inaccurate pro-
duction process characterized by larger tolerances (perturbattanComponent Fault Diagnosis (Biquad Filter)

domainD). The CUT of the considered universal filter (Biquad) is shown

To study the sensmwty OT the circuit ensemble on larger in Fig. 1; the filter has been designed to have a cut-off frequency
we have to do the following: . .
e o of 15.9 kHz. We assume that all components composing the cir-
lated to a faulty component deviate abnormally. We coulilat faults act directly at the component level (each component
consider, for instance, a Gaussian distribution centereddpj time can be affected by a fault).

the nominal value of the parameters and a larger standarqye jgentify three interesting observable nodes in the circuit

deviation27'/3. . and, in particular, the voltag®, of the high pass-filter, the
* Evaluate for each frequency the estimai&/ = \qjageV; of the band-pass filter, and the outplit of the

Py(v),¥y > 0 with respect to the newly perturbediow-pass filter. The input stimuli are injected into the control-

space. lable node by applying a voltage directly¥dt,. By considering

* The SenSitiVity of the CUT associated with different Perthe amb|gu|ty groups (fau|t5 aﬁecting them constitute an

turbation domains can be obtained by evaluating the disquivalent class), seven fault classes result for the CUT:
tance between curved, = P,(y) andP = P,(v). We class 1: R6, R7 faulty;

vt hatan fecive measuf of e sensibyof e o 2., 1y
quency is E(|P) — PY]); xp ION1S __ class 3: R4, C2 faulty;

taken with respect tg. —  Cclass 4: R5 faulty:

The proposed sensitivity analysis is particularly flexibleand can_—  ¢lass 5: R2 faulty;
be applied to any perturbation domain and CUT, regardless of ~  ¢Jass 6: R1 faulty;
the perturbation magnitude associated with the faulty param-—  ¢lass 7: no faulty components(fault-free condition).

eter. The complexity of the CUT does not affect the numiger
of simulations required to estimatg, but it affects the time re-
quired to compute:(A). In particular, when a linear behavior oints

is considered and the CUT can be accurately described b qhe P and P curves should be obtained by considering
vy vy

known transfer function, the computational burden is substahl-gh accuracy and confidence levels, efga 0.01 ande =

tially md_ependent from the .CUT comple_x_lty. Table | presents(?m which would requireV = 26 500 samples to be extracted
comparison between the different sensitivity analysis methods

presented in literature and those based on RAs with respecE study the circuit ensemble. As in Section Il, in several appli-
algorithm and numerical complexities ca?ions, a smaller number of points provide the same estimates.

. . . o . In this case, we discovered thit= 3000 works well (from the

The information obtained by the sensitivity analysis can t}ﬁeor aint of view it corresponds o= 0.01 ande = 0.03)

exploited to identify the test input stimuli and nodes. It is oq}Y yp b -~ o
|

vious that a test node is relevant when the average sensiti ¢ experimentally observed that excellent results can be ob-
. ; e ge S {Sthed also withV = 300 and, hence, with a reduced computa-
value is large. Moreover, a frequency is exciting when it mduc%s

o onal complexity.
a large sensitivity value. It must be observed that a fault can el'heE(|f£’{ B ]34,|) for the three testing nodes as a function of

e frequencies is given in Fig. 2. We have seen that all faults are

the considered fault at the selected test frequencies. g )
In this paper, we select a test stimuli (and node) and vgeetectable. It is important to note that the test frequencies and
Papet, S 2 node selection must be performed by considering a high sensi-
construct the set of test stimuli (and nodes) by considering thqse, T - .
o : . . . 1ivity and also selectivity, i.e., at the test frequencies, the sensi-
yielding the maximum average difference in the sensitivi

CUIVes tP{vity must have a characteristic shape for each fault. From these

) rvations, w I . Wi nsider he en ven
For completeness, the final steps of the methodology requortéSe ations, we selectd. We considered, at the end, seve

the development of the fault dictionary and the design of ﬂ%est frequencies extracted in the neighborhood of the cut-off

classifier. In particular, it is required to do the following: Fequencies.
- NP ' q g: The next step requires designing the classifier. Fault condi-

* generate the fault dictionary by inducing reasonable fauligns can be simulated by allowing the component parameters

As suggested by the method presented in Section Ill, we have
to generate the sensitivities of the CUT for each of the three test

for each possibly faulty unit; of the faulty sub-system to deviate from their nominal vali}e
* extracta signature for each fault; o and span th¢0.1X,,, 2X,,] interval; a uniform distribution has
* design the classifier from the fault dictionary. been considered for its conservative property [25]. The classi-

The whole diagnosis procedure is applied in the next sectionfter was trained with the 300 examples per class constituting the
two nontrivial CUTSs. fault dictionary. It can be seen in Fig. 3 that for a reasonably
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Fig. 3. Classification error as a function of the hidden node number for the Fig. 2 CUT.

complex topology (larger than 170 hidden nodes), the testinc
error is below 4%.

B. Sub-System Fault Diagnosis

As a second example, we consider the circuit shown in S
Fig. 4(a). The CUT consists of four filtering stages and an
adder; the transfer function of the CUT is given in Fig. 4(b).

Differently from the previous case we consider faults at the
sub-system level instead of at the component level. This is the
most common case in complex circuits where the basic element @
is a sub-system (which, if faulty, can be replaced). The six fault
classes listed below are taken into account and, in particular:

—  Class 1: Highpass 1 faulty;
—  Class 2: Highpass 2 faulty;
—  Class 3: Lowpass 1 faulty;
—  Class 4: Lowpass 2 faulty;
—  Class 5: Adder faulty;

—  Class 6: No faulty units (fault-free condition). 1

Characterization of the faulty element is related to a loss in per- 0 i
formance of some critical feature of the sub-system. In this case, 10° 10" 102 10® 10* 10° 10°
we define a sub-system to be faulty when Frequency (Hz)

« for each filter stage, the cut-off frequency differs from the (b)

nominal value by more than 20%; Fig. 4. (a) CUT schematic; (b) CUT transfer function.
« for the adder, the CUT maximum deviation of the CUT
response amplitude is larger than 20% with respect to |t One test point is enough since the filter is composed of
nominal value. cascading noninteracting stages. Moreover, for the structure
Fault conditions can be simulated as in the previous exampledifythe filter, each fault affects the CUT behavior in distinct
extracting the component parameters from e X,,,2X,,] frequency regions. For this property, tlzﬁé/ estimate can be
uniform interval. Only simulations associated with a singlebtained by sampling all circuit components in their parameter
faulty unit were inserted in the fault dictionary. domain simultaneously.
For the considered CUT, the stimulus input is inserted at To this end, it is interesting to note that the tolerances of the
the input node of the HP1 stage while the test output is that different components must not necessarily be the same. In the

IHOI

N WA 0 O
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TABLE I

COMPONENT VALUES FOR THEFIG. 4(A) CUT

HP1

R1=320kQ + 10%

R2=320kQ +10%

C1=50nF £5% | C2=50nF * 5%

Av1=1.75% 2%

HP2

R5= 320 Q+ 10%

R6=320Q2 +10%

C5=50nF £5% | C6=50nF * 5%

Av2=1.75 2%

LP1

R7=32k Q £ 10%

R8=32kQ +10%

C7=50nF £5% | C8=50nF * 5%

Av3=1.75 £2%

LP2

R3= 32 Q+ 10%

R4=32 Q+10%

C3=50nF 5% |C4=50nF * 5%

Av4=1.75 £2%

ADDER

R9=1kQ+ 1%

R10=1kQ + 1%

R11=1kQ £ 1%
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Fig. 5. (a)P. continuous line.’ dashed line; (b) distance between the two curd&¢P! — P!'|).
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Fig. 6. Classification error as a function of the hidden node number for the CUT in Fig. 5(a).

specific case, the nominal values for parameters and their tolarreasonable number of Monte Carlo simulations (Pspice),

ances are given in Table II.

independently from the dimension of the component parameter

The sensitivity analysis provided by the method describegace. Results, obtained by applying the diagnosis technique
above led to the results reported in Fig. 5. In particular, Fig. 5(pjesented in [14] to an optimized “fault dictionary,” have
shows some examples fér and°/ as a function ofy at three been presented. The classification error improvement in fault

different frequencies.

detection and isolation with respect to the optimized procedure

Fig. 5(b) presents the average distance between the curvesuggested in [14] is around 2%, which represents a relevant
a function of the frequency; as discussed before, the frequemegrement due to the cost of the devices to be tested. In addition
plot represents the sensitivity of the output to circuit compde the performance improvement, the methodology can be
nent variations. Note that there are four frequency regions whessily and effectively implemented in an automatic tool for
peaks are in the neighborhood of the filter cut-off frequenciesircuit diagnosis.

As expected, the sensitivity is a maximum in such points and we
have to select the test signal frequencies in these four regions.
We extracted 10 test frequencies from these areas and we fur-
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